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Copyright
© 2001-2022 Intercede Limited. All rights reserved.

Information in this document is subject to change without notice. The software
described in this document is furnished exclusively under a restricted license or
non-disclosure agreement. Copies of software supplied by Intercede Limited may not be
used resold or disclosed to third parties or used for any commercial purpose without
written authorization from Intercede Limited and will perpetually remain the property of
Intercede Limited. They may not be transferred to any computer without both a service
contract for the use of the software on that computer being in existence and written
authorization from Intercede Limited.

The software or web site referred to in this manual may utilize or contain material that is
© 1994-2000 DUNDAS SOFTWARE LTD., all rights reserved.

No part of this publication may be reproduced, stored in a retrieval system or
transmitted in any form or any means electronic or mechanical, including photocopying
and recording for any purpose other than the purchaser's personal use without the
written permission of Intercede Limited.

Whilst Intercede Limited has made every effort in the preparation of this manual to
ensure the accuracy of the information, the information contained in this manual is
delivered without warranty, either express or implied. Intercede Limited will not be held
liable for any damages caused, or alleged to be caused, either directly or indirectly by
this manual.

Licenses and Trademarks

The Intercede® and MyID® word marks and the MylD® logo are registered trademarks of
Intercede in the UK, US and other countries.

Microsoft and Windows are registered trademarks of Microsoft Corporation. Other
brands and their products are trademarks or registered trademarks of their respective
holders and should be noted as such. All other trademarks acknowledged.
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Conventions Used in this Document

Lists:

+  Numbered lists are used to show the steps involved in completing a task when
the order is important

+  Bulleted lists are used when the order is unimportant or to show alternatives

Bold is used for menu items and for labels.
For example:
+  “Record a valid email address in ‘From’ email address”

+  Select Save from the File menu

Italic is used for emphasis and to indicate references to other sections within the
current document:

For example:
+  “Copy the file before starting the installation”

+  “See Issuing a Card for further information”

Bold and italic are used to identify the titles of other documents.
For example: “See the Release Notes for further information.”

Unless otherwise explicitly stated, all referenced documentation is available on the
product media.

A fixed width font is used where the identification of spaces is important,
including filenames, example SQL queries and any entries made directly into
configuration files or the database.

Notes are used to provide further information, including any prerequisites or
configuration additional to the standard specifications.

For example:

Note: This issue only occurs if updating from a previous version.

Warnings are used to indicate where failure to follow a particular instruction may
result in either loss of data or the need to manually configure elements of the
system.

For example:

Warning:

You must take a backup of your database before making any changes to it.
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1 Introduction

The MyID REST SDK includes a set of JavaScript sample files that will let you
authenticate from a web page to your MyID server using OAuth with PKCE mode
security. Additional sample scripts show how to call a MylD REST function using the
OAuth token and also how to communicate with the MyID Client Server to read a smart
card.

The samples have been designed to avoid the need for any ‘frameworks’ such as node,
REACT or even jQuery. Their clarity and simplicity illustrate the convenient flexibility
offered by the MyID platform. It means that secure credential management functions
can easily be slotted straight into your intranet pages by anyone with modest HTML and
JavaScript coding skills.

1.1 Change history
Version Description
TLK2023-01 First release.
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2 Sample Files
The demonstration sample comprises the following files:
demoOne . html *The single page for this demo
demo.css The style sheet
logo.png Logo graphic
settings.js Demo configuration settings — you will need to edit this
rest-helper.js *A set of MyID REST client utilities
auth-helper.js *The entry point to MyID Authentication utilities
auth/*.js A set of 5 short OAuth/PKCE utility files

To get the demo running, you will need to edit settings.js to match your MyID installation
server.

When you modify or adapt the sample scripts, you will probably want to change parts of
the files marked with an asterisk.

21 OAuth Client Scripts

The MyID REST service is protected by OAuth bearer token authentication. The
Operator client includes all of the necessary components to perform the authentication
within its REACT/REDUX framework. However, adding your own extensions is very
challenging to achieve without making upgrades prohibitively complex. To work around
this problem, you can either (a) add links to your own web pages from the OC menu,
and have the OC pass its OAuth token to you or (b) perform the authentication token
request directly from your own web pages.

At present, the OC enhancement to enable option (a) is still under development, but
option (b) can be used with any version of MyID from 11.6 onward.

Those of you familiar with the OAuth protocol will appreciate that the cryptographic
messaging needed can be a little daunting, but with the samples provided this problem
is reduced to a few script references and couple function calls in your web page. In the
sample demoOne.html there is one function call on each of the ‘Sign In’ and ‘Read
Card’ buttons. The included scripts called from the signi/n() function in auth-helper.js do
the rest for you, subject to a couple of configuration settings described later.
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2.2 Reading a smart card

The rest-helper.js file includes a function getCardSN(), which opens a connect to the
client server and instructs it to prompt for a smart card and read the serial number.
When this succeeds, it calls back into a function showCardSN(data) that you can alter
to perform any operations you wish with the card information that it returns. There is a
sample implementation of this function also included in the script file.

function getCardSN() {
websocket = new WebSocket(settings.wsLocation);
websocket.onopen = function (event) {
var payload = '{"Session":"","Type":"Applet","Method":"SelectCard"}";
websocket.send(payload);

}s

websocket.onmessage = evt => {
var data = JSON.parse(evt.data);
showCardSN(data);
websocket.close(1000);

3

websocket.onclose = function (event) {
if (event.code > 1000) {
showStatus("Unable to connect to the local device service");

}
}s

2.3 Calling MyID REST APl methods

The actual javaScript code to access the REST API is really simple once you have got
the authentication token. For example:

function getPersonDetails(id) {
var url = settings.apilLocation + 'people/' + id;
fetch(url, restGET)
.then (response => response.json())
.then (info => showPersonDetails(info))
.catch(err => showStatus(err))

Is all you need to do to retrieve the attributes of a user record. It uses the restGET http
header variable that the authentication processor sets up to authorize the asynchronous
request to the REST service. When that returns, the response is converted into easily
manipulated JSON with a single call, which is then passed to a function like this that you
can write to present the data on the page:

function showPersonDetails(info) {
setInner("dn", info.account.dn);
setInner("address", info.address.linel);
setInner("empid", info.employeeld);
setInner("dob", info.personal.dateOfBirth.substr(@, 10));
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Example HTML page:

<html>
<head>
<link rel="stylesheet" type="text/css" href="demo.css" />
<script
src="https://react.domain31.local/myid/OperatorClient/appSettings.js"></script>
<script src="settings.js" ></script>

<script src="auth/sha256.7js"></script>
<script src="auth/pkce.js" ></script>
<script src="auth/cuid.js" ></script>
<script src="auth/oauth2.js"></script>
<script src="auth/popup.js" ></script>
<script src="auth-helper.js"></script>
<script src="rest-helper.js"></script>
</head>

<body>
<table>
<tr><td rowspan="2"><img src="logo.png" /></td>
<td><h1>MyID REST API Demo</hl></td><td></td>
</tr>
<tr>
<td>
<button id="logonButton" onclick="signIn();">Sign In
</button>&nbsp;&nbsp;
<button id="readButton" onclick="getCardSN();" disabled>Read
Card</button>&nbsp;&nbsp;
</td>
<td width="50%">
<div style="float:right"> <span
id="status"></span>&nbsp;&nbsp; |&nbsp;&nbsp;
<span id="operatorName"></span>
</div>
</td>
</tr>
</table>

<hr><br>

<div><em>Instructions:</em></div>

<div>Sign in with your card and then click 'Read Card' to pick a card to
inspect</div>

<br><hr><br>

<hl1>Card Information</hil>

<table>
<thead><td width="200px">Property</td> <td>Value</td></thead>
<tr><td>Serial number</td>
<td id="cardsn" ></td>
<td rowspan="10"><img id="photo" width="24@px"/></td>

</tr>

<tr><td>FASC-N</td> <td id="fascn">
</td> </tr>

<tr><td>Card type</td> <td id="cardtype"> </td>
</tr>

<tr><td>Status</td> <td id="cardstatus"> </td>
</tr>

<tr><td>Profile</td> <td id="profile">
</td> </tr>

<tr><td>Issued</td> <td id="validfrom"> </td>
</tr>

<tr><td>Expires</td> <td id="validuntil"> </td>
</tr>

<tr><td>Owner</td> <td id="owner">
</td> </tr>
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<tr><td>DN</td> <td id="dn">
</td> </tr>
<tr><td>Employee #</td> <td id="empid"> </td>
</tr>
</table>
</body>
</html>
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3 Installation and Configuration

For obvious security reasons, care must be taken when installing and configuring MyID
to accept any custom web pages that need to interact with the MyID Authentication
Service (MAS). The strict rules that browsers and web servers apply to prevent cross-
origin resource sharing (CORS) means that any of your files handling the request must
be within the same web domain as MyID, and that and redirection locations are
explicitly permitted in the MyID web-auth/appsettings.json file.

Let's assume that you are creating your own web portal to let cardholders examine the
status of a smart card.

The first step it to create a location for your landing/sign-in page within the MyID
website. So, in windows explorer, go to the c:\Program Files\Intercede\MyID\web folder
and create a new folder demoPortal. Copy the demo script folder contents to the new
folder.

Now in IIS, add this folder as a web application. This gives you full control over that site,
including the ability to use different server technologies such as ASP within your portal.

" Intemet Infermation (11S) Manager

-

- P » VINF201SDCO! » Sites » Default WebSite » MylD » PRI

file View Help

9 /MyDH o
- / ome P
Q- (&8 { Y -
CertEnroll n = =

& Filter, ~ % Go - (FShow All | Groupby: A I

F CetSrv b Al pby: Area

B CredentialWebServ ASP.NET ) A A

¥ DCNotificationListe =0 3 ry (" 2 "’, “Q =

¥ DeviceManagemer B 2 { 2 N b E Pre—— =

<« % ppan NET NET NET Error NET  NETProfile NETRoles .NETTrust NETUsers Application
™ Compilation  Pages  Globalization Levels Settings Browse Application

Edit Permissions... E 7] = = 0
o i‘ﬂ = 2 g . al ®

Add Application... MachineKey Pagesand  Providers Session State SMTP E-mail
Add Virtual Directory... Controls

Manage Application v -
: i - =
. 2 a ] s =3
i .3 B 2 e 7 & & 2
:‘X Remove Authentic... Authorizat.. Compression  Default Directory  Error Pages Failed Handler
] TR T Rules Document  Browsing Request Tra... Mappings
WebPIV > o & = - 2= dw @
ds = i'a -] J] = Q
bl HTTP HTTP  IP Add Logg MIME T, Modul o R SSLS
o ress  Logging ypes  Modules utput equest ettings
4 mg?’“:"”"‘ Redirect  Respon.. and Doma... Caching  Filtering
nrol
P MyIDIOSOTA )
¥ MylDProcessDriver
P MylDSCEP WebDAY
B MylDWebService Atthod:
New Management "
New35 = -
F Remote x2 v
w ¥ rest.core v =
" 5 [ Features View |i.% Content View -
Ready |

Add Application

Sitename:  Default Web Site

Path: /MyiD

Alias: Application peok

[nemupunaq ] [MylDPooIClassic Slect...
Example: sales

Physical path:

‘ C:\Program Files (x86)\Intercede\MyID\Web\demoPorta

Pass-through authentication

Connect as... Test Settings...

[ Enable Preload
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Now you need to grant your new web app permission to use the MAS. We shall declare
it as a new ‘Client’ in the MAS appsetting.json file (setting your paths accordingly):

["https://your-myid-server.com/MyID/demoPortal/demoOne.html" ]

"Clients": [
{
"ClientId": "myid.demo",
"ClientName": "MyID API Demo",
"AllowedGrantTypes": ["authorization_code"],
"RequireClientSecret": false,
"RequirePkce": true,
"AllowedScopes": ["myid.rest.basic"],
"AllowAccessTokensViaBrowser": true,
"RequireConsent": false,
"RedirectUris":
¥

You need to restart IS for the new client to be recognized.

MyID REST API Browser Sample
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4 Running the Demo

Now, assuming that the rest of your MyID client and server installations are installed
and working, you should be able to point your browser at the demoOne.html web
location and see the following screen:

) https://react.domain31.local/My/ X

< C' @ reactdomain31.local/MylD/demoPortal/demoOne.html QW G ] e :
32 Apps G Google B Intercede Live! £y Staff O My-Local (9 Client Team © SSA Portal < Cust Portal » Other baokmarks
MyID REST APl Demo
SignIn | Read Card
Instructions:

Sign in with your card and then click 'Read Card' to pick a card to inspect

Card Information

Property Value
Serial number
FASC-N

Card type
Status

Profile

Issued
Expires
Owner

DN

Employee #
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From here, click ‘Sign In’ and you should get the MyID authentication screen and a card
selector displayed:

@ https;//react.domain31.local/My’ X

< C @ reactdomain31.local/MylD/demoPortal/demoOne.html Q S ) G 3
32 Apps G Google E IntercedeLive! K Staff () My-Local (3 ClientTeam () SSA Portal [+ Cust Portal » Other bookmarks
MyID REST APl Demo
Signin  Read Card

Instructions:
Sign in with your card and then cl

@ reactdomain31.local/web.cauth2/Account/Login?Return... &

@ MylID Authentication

Card Information L
Smart Card sign in

Property Value

Serial number Connecting to smart card
FASC-N
Card type
Status
Profile
Issued
Expires
Owner Select a Security Device:
DN

Employee # Oberthur PIV
98400000000100481

@ Select Security

Microsoft VSC
EBFODC3C895DD34CA2B83AE4CBI746BA

AAAALL AL

If you get an ‘Unauthorized_client’ error, check that the ClientID matches the value you
set in settings.js. Also check that the RedirectUris list contains an entry for your html file
location with the correct path.

If you get an “HTTP Error 500.30 ANCM In-Process Start Failure” in the authentication
window, check the appsettings.json file for syntax errors — including duplicate entries for
ClientID, stray/missing commas etc.

Choose the card, enter the PIN and you should be logged into the MyID server:

@ Security Device Login

Enter PIN:

o ——

1

Ad A d i i d

TTiTfrrrr
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w:m https://react.domain31.local/My! X

& C' @& reactdomain31.local/MylD/demoPortal/demoOne.html

Z Apps G Google b Intercedelive! K Staff (® My-local (3 Client Team (w9 SSAPortal [we) Cust Portal » Other bookmarks

MyID REST APl Demo

SignIn  Read Card

Q % v o @

MyID Operator logon OK | Connected as: Alan Mahar

Instructions:
Sign in with your card and then click 'Read Card' to pick a card to inspect

Card Information

Property Value
Serial number
FASC-N

Card type
Status

Profile

Issued
Expires
Owner

DN

Employee #

Now click on Read Card and choose the card that you want to inspect:

w:oi https://react.domain31.local/My’ X

<&

(& & react.domain31.local/MylD/demoPortal/demoOne.html

Apps G Google @ Intercede Live! 6 Staff O My-Local €9 Client Team ‘}‘ SSA Portal © Cust Portal » Other bookmarks

MyID REST APl Demo

SignIn  Read Card

a % v oa @

MyID Operator logon OK | Connected as: Alan Mahar

Instructions:
Sign in with your card and then click 'Read Card' to pick a card to inspect

Card Information

Property Value

Serial number 98400000000100481

FASC-N 0011 - 0000 - 250018 - 1-1-0019760223 112344 -7
Card type Oberthur PIV

Status Active

Profile PIV Card NoVal No Bio

Issued 2020-06-16T08:23:12

Expires 2021-06-16T08:19:45

Owner Avis Lipps

DN CN=Avis Lipps,0U=Department of Education,0U=PIV,DC=domain32,DC=local
Employee # 19760234

The card serial number is read, and a series of REST calls are made to retrieve the
card and user data from MyID.
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5 Developer documentation

The MyID REST API has a full supporting set of ‘swagger’ documentation, including the
ability to use MyID as a live test-rig for your calls.

The documentation portal is disabled by default, but can be turned on as follows:

Edit the appSettings.json file in you MyID server rest.core folder, setting these values to

true:
"SwaggerApiDocumentation": {
"GenerateDocumentation": true,
"DocumentErrorCodes": true,

"AllowTestFromDocumentation”: true

3

Restart the MyID web service (iisreset). Now you can navigate to
https.//<myid.server>/rest.core/swagger/index.html and examine the full MylD REST
API documentation.

@ htips//reactdoma X sp Product Modules - X testCUID.html X @ Swagger Ul X

L4

@ reactdomain31.local/rest.core/swagger/index.html

MyID Core API®

domain31.localires!

The MyID Core API service is a REST based API allowing access to the MylD environment
Al calls to the service must be made with a JWT issued from MylDAuth service. This token will identify the operator.
The content available will be restricted by the operator's permissions. Not all end points in this document will be available to all operators.

The madels used in this API are largely data driven and managed by MylD Project Designer. Some fields may have additional security applied to them so may not be available to all
operators.

Operataors can refrieve only those objects within their scope. If you cannot retrieve a specific record, it may be that you do not have permission to retrieve it
All end points may contain links to other actions that are related to the current object. These actions vary by system configuration and operator permissions, and so only a generic
example is included in this AP document

Configure web.oauth2

You must make configuration changes to the web.oauth2 web service so that you can invoke it from this Swagger API document. The settings for web.oauth2 are stored in the
"appSettings json"” file, which is located by default at "C:\Pragram Files (x86)\Intercede\MylD'web_cauth?\appsettings json”

Make the following changes:

« Add a Redirect - A redirect back to the Swagger documentation is required. Find the section under "Clients" with the "Clientld" of "myid.operatorclient” and add the path
"https //[server]/rest care/swagger/oauth2-redirect himl" to the "RedirectUris" array, where "[server]" is the address of the web service server

Authentication
To authenticate to the MylD Core API from this web service, you must have a smart card issued by MylD, and you must have the MylD Client Service running

Click the Authorize button

Scroll to the oauth2 (OAuth2, authorizationCode) section.

Enter a client_id of "myid.operatorclient” and check the option for "myid.rest.basic”.
Click the Authorize button

Select the required smart card from the list and enter the PIN.

After you have carried out this procedure, you can make authenticated calls against the MylD Core API

ntercede Lid. - te
Send email to Intercede Ltd

Servers.

Irest.core v

Adjudications v
GET /api/Adjudications/{id} Retrieve an Adjudication record o
GE /api/Adjudications/{id}/matches Retrieve a list of potential Adjudication matches ﬂ
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5.1 Exercising the API

To use the documentation portal as a test rig, you need to enable it for authentication as
follows;

Add the documentation redirect page to the safe redirect URI locations for the
myid.demo client ID that you defined earlier in the MyID server web-auth folder:

"RedirectUris": [
"https://<myid.server>/MyID/demoPortal/demoOne.html",
"https://<myid.server>/rest.core/swagger/oauth2-redirect.html"

]

Now you can click the Authorize button on the main documentation page. Scroll down to
the second section (authorizationCode):

« | | Enter the client ID you set earlier
and check the ‘scopes’ box. You can

“| | provide a unique client_secret, but

this is an optional security

Available authorizations

Scopes are used to grant an application different levels of access to data on behalf of the end user. enhancement'

Each APl may declare one or more sCopes. . . .

API requires the following scopes. Select which ones you want to grant to Swagger Ul Click Authorize and you will be
prompted through a MyID

oauth2 (OAuth2, authorizationCode) authentication as usual.

Authorization URL: https://react.domain31.local/web.oauth2/connect/authorize
Token URL: https://react.domain31.local/web.oauth2/connect/token
Flow: authorizationCode

client_id:
myid.demo

client_secret:

Scopes:

 Myid.rest basic
Scope restricted access to MylD

Close

Once authorized, you can use the ‘Try it out’ buttons for each end point in the

documentation

@ httpsy//reactdoma X sp Product Modules - X testCUID.html @ Swagger Ul

<« C @ react.domain31.local/rest.core/swagger/index.html aQ * U o H
o /@p1/CreaproTiles/ {10} Reuleve d Singie LIeueriia Fome. - N

Devices ~
GET /api/Devices/{id} Retrieve asingle, full, Device object from its identifier a8
/api/Devices/{id} Edita Device in the system e

GET /api/Devices Retrieve a list of Devices given search criteria a

Retrieve a list of Devices given search criteria
Only Devices within the operators scope will be returned

If & large number of results are to be returned, they may be returned in pages. If this is the case, each page will indicate if there are more pages of results available using an
entry in the "links' property. This link will provide the URL to retrieve the next page of results.

Parameters Try it out

Name Description
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The use of this feature is very intuitive. After clicking the Try It Out button, just fill in the
values you want to send and click the Execute bar at the bottom of that section. The
results are shown inline.

If you are working in a more advanced development environment such as Visual Studio,
you can click the swagger.json link at the very top of the page (below the MyID Core
API header. This returns an OpenAPI JSON definition of the MylD REST API, which
you can then import into your IDE to automatically create supporting object
representations in your chosen programming language.
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6 Architecture
Architecture
1. The page creates 2. The popup performs an OAuth 4. On completion, it redirects the
an authentication handshake with the MyID browser to the original web page and
request, opens a Authentication service. calls the OK/Fail functions.
popup window and
passes the request to 3. The popup talks to the MCS to 5. The web page can now call MyID
itasa URL perform smart card operations REST using the token.

MylD Client ﬁ Authenticate ~ MyID ~
Service Popup Authenticate

MyID REST M

-~
Web Page
\ Custom Web

_ External
Services Systems

intercede
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